Virtual Security Manager

Cyber security awareness and maturity

The role of the Virtual Security Manager (VSM) is to
guide and assist agencies in raising their cyber secu-
rity awareness and maturity level in relation to cyber
security risks. In particular in the areas of Information
Security Management System (ISMS) and ISO 27001
preparation and certification readiness.

Our dedicated security specialists will work with your
executive leadership team and staff to establish and
progress your cyber security strategy and ensure
information assets and technologies are adequately
protected.

This bespoke service can be scaled and adapted to
suit your budget and requirements.

Benefits

e Direct channel back to the expertise of the entire
cyber security team and other CITEC resources as
required.

e Develop readiness for ISO 27001

e Raise awareness for cyber security across the
organisation

e Consutancy appraoch with an agreed daily rate
for budgeting purposes

e Jointly undertake a requirements and discovery
process

Prerequisites

Agency to allocate a resource to work alongside
CITEC’s VSM. It is preferable that this person is asso-
ciated with either the IT or governance areas of the
organisation.

CITEC Catalogue

Features

e Provide advice and assistance to develop
IS18/1SO 27001 capability and improve
compliance with those standards
through templates, examples and policy
development.

e Provide advice and support on raising
cyber security awareness within the agency
organisation by delivering cyber security
training on issues such as social engineering
and phishing.

e Provide advice and support on improving
governance within the agency organisation.

e Provide advice and guidance on developing
scope documentation when sourcing
technical services such as penetration tests
and risk assessment.

e Provide assistance in the use of risk
assessment tools and developing the
agency’s risk assessment framework and
associated documents.

e Provide assistance to source further
information on technical matters within CITEC
or between other organisations.

Variants

Bespoke service designed to meet agency
requirements.

Metrics

VSM consulting hours:

Eight hour flexible working day split between:

e Onsite: 9:00am - 3:00pm Monday to Friday
e Offsite: 8:00am - 5:00pm Monday to Friday
VSM is available one day per week.

Reporting

A weekly report is available online.

Additional and related services
e Phishing awareness campaigns

Options

As per mutual agreement.
< VSM works at’s offices
< VSM works at CITEC’s offices
< Flexible arrangements offered

Ordering
Please contact your CITEC representative
& 0732222555 R service@citec.com.au




